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Selected Nibblers
Stolen Consumer Data Is a Smaller Problem Than It Seems 

Data breaches are an example of a threat that looks worse than it turns out to be. The sheer size of hackings shocks and startles when the attacks are first reported, but it’s rare that journalists check on the actual consequences. “The bad guys are getting good,” said David Robertson, the publisher of The Nilson Report, a data provider for the card industry, “and the good guys are getting even better.”

http://nyti.ms/1WMeoIC 
Foiling Malicious Links and Files

Every day, malicious websites and attachments try to trick you into downloading their 

dangerous payload. Fortunately, there are websites and tools to help you determine if it’s safe and what might be a trap designed to steal personal information and money. 

http://bit.ly/1IfPoG0 

One of the sites recommended is: VirusTotal is a free service that analyzes suspicious files and URLs and facilitates the quick detection of viruses, worms, trojans, and all kinds of malware. Bookmark it.

https://www.virustotal.com
Device Security

Whatever brand of tablet or cell phone you use it's always good to install and regularly use an anti-malware app. TechRepublic recommends Malwarebytes. Always run a scan after installing an app (no matter from where the app was installed). 

From TechRepublic

Next-Generation Firewall

A next-gen firewall can look inside the envelope to check it also doesn't contain dangerous content. Likewise, it can have smarter rules so you can say "block all known dodgy addresses" rather than having to explicitly state "don’t allow mail from Joe the scammer at number 23 Spam Lane." The great thing about these smart rules is that you can transfer the responsibility for keeping an updated list of dodgy addresses to your firewall vendor rather than maintaining them manually yourself.

http://tinyurl.com/o4749p5
Considerations for Safer Downloading

Here are a few guidelines for reducing the risk of computer infection when you download and install software.

· First: CREATE a restore point as a safety net.

· Download ONLY from trustworthy sites (CNET, ZDNET, Microsoft) and be cautious even then.

· AVOID any site that uses a download manager.

· BE CAREFUL of sites that display multiple ―download‖ buttons.

· If downloading a video AVOID an .exe extension and/or a video player.

· AVOID using default install, use ―Custom‖ so you can uncheck any included crapware

· NOTHING is free. The EULA will tell you if there is bundled crapware. Read the EULA.

· This list was shared with me by a professional computer technician.
Malware Bots

· Common crime ware functions built into bots include:

· Logging your keystrokes to steal online usernames and passwords

· Searching through your files for interesting data to steal.

· Tricking you into clicking on ads to generate pay-per-click revenue

· Posting "recommendations" for your friends on your social networks.

· Acting as a proxy, or relay, and charging rent to other crooks so they can use your internet connection to cover their tracks.

· Mapping out your network from the inside to assist with future attacks.

· Attacking other people's websites, making you look like the crook.

· Sending out spam, often in vast quantities

· Updating the running malware to add new features and stay ahead of your defenses.

· Downloading more malware at the whim of the crook who is in control.

Read more at: http://bit.ly/1OkhkJn 

Avoid Malware

Anytime I fear that I may have clicked on something suspicious or I sense that my computer is running slower than normal, I always run Housecall just to make sure that my computer hasn‘t been infected with a virus or malware. This is step 2 of the article at this site: 

http://tinyurl.com/psv9npy
